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Cyberoam UFB VLAN Configuration

Sample setup for PPPoE over VLAN ID = 10.

Background: 802.1Q VLANSs in this context are virtual interfaces on the router that are
built on top of a physical network interface. If the underlying physical interface is not
configured the Cyberoam OS will not ‘start’ it, therefore the virtual sub interfaces also
won't start. The idea is to create a dummy address & zone for the physical interface so
that it is configured & will start

NOTE: It is assumed that the firewall 'Wizard’ has already been run beforehand. This is
highly recommended. Set your UFB connected port to either WAN or DMZ at this stage if
you want as it will be changed in the later steps of this guide.

":“-_ Bl Dashboa == Wizard ¥ Report *— Console Logout (¥
Cyberoam 7_—’{::]
Dashboard

CR50ING - 10.6.2 MR-1

IE SYSTEM

Alert Messages

WM OBJECTS
lJ 12:04 HTTPS,55H based management is allowed from the WAN. This is not a secu.

® NETWORK password.




ol o 0 10 0. o O
SNa rNe I Phone +64 9 415 4182 sales@snappernet.co.nz 66B Paul Matthews Rd, Albany
Fax +64 9 415 4137

www.snappernet.co.nz PO Box 302-571, North Harbour

1. Create a DMZ based Zone to use later.

Base it on DMZ & make sure there’s no services enabled.

Interface | IP Tunnel | |

Add Zone
Mame * UFB_Physical
Type * Lan® pMz
Members MNone
Description Dummy interface to allow YLAN interface to run.

Appliance Access Admin Services

| |HTTP || HTTPS || TELMET || S5H
Authentication Services

|| Windows/Linux Client |_| Captive Portal |_| NTLM
|| Radius 550

Metwork Services
[ DNS || Ping/Ping&
Other Services

[ |lweb Proxy [ SSL VPN

OK Cancel



11 WO]
q(‘O\

SNa erNe I Phone +64 9 415 4182 sales@snappernet.co.nz 66B Paul Matthews Rd, Albany
Fax +64 9 415 4137 www.snappernet.co.nz PO Box 302-571, North Harbour

OO

2. Configure the physical port that you are connecting to the telco ONT with a
placeholder dummy address as below.

Use the previously configured network zone & if required drop the MTU down to 1492
to allow for PPPoE overhead of 8 bytes.

A placeholder IP address is used in the example but this could be anything that
doesn’t clash with your internal network. Make it a /32 to reduce broadcast traffic.

General Settings
Physical Interface PortB
MNetwork Zone UFB_Physical A
1#| IPv4 Configuration

IP Assignment ® Static . PPPoE  DHCP
1Pv4 /[ Netmask * 172.20.20.255 ! 32 (255.255.255.255) «
Gateway Detail
Gateway Mame

IP Address

L | IPv6 Configuration

Advanced Settings B
Interface Speed Auto Megotiation v
MTU 1492 (576 - 1500)
|#| override M5 1452 (536 - 1460)
® Use Default MAC Address 00:02:B6:44:64:D5

Override Default MAC Address

oK Cancel
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3. Create the VLAN sub interface

| IP Tunnel | Zone |

Add Bridge Add Alias Add VLAN Add LAG Delete

Interface IP Address
L Name Interface Type Status
IP
) Connected, 1000
------------ L | Porta Physical Mbps - Full 10.13.0.199/255.25
Duplex
] Connected, 1000
------------ L |PortB Physical Mbps - Full 172.20.20.255/255.
Duplex
------------ b | PortC Physical Disabled A
------------ L | PortD Physical Disabled M/
------------ [l | PorteE Physical Disabled M/ A
------------ b | PortF Physical Disabled A
------------ L |PortG Physical Disabled M/ A
------------ L | PortH Physical Disabled fA

Add Bridge | | Add alias ||| Add vLaN [Add LAG | | Delete
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4. Configure as below with correct PPPoE credentials

| IP Tunnel | Zone |

Add VLAN
Physical Interface®
Zone *
WLAN ID*
IPv4 Configuration
IP Assignment
IPv4 [ Netmask*

Preferred IP
Gateway Detail
Gateway Mame™

IP Address

Username *
Password *

Service Name
|#| LCP Echo Interval
|#*| LCP Failure

|| Schedule Time For Reconnect

FortB T
WAN v
10

Static ® PPPoE

UFB_INTERMNET

change@me

Send LCP echo request every | 20 seconds (5-180,Default:20)

Wait for LCP echo reply for 3 attempts (Default:3)

All Days of week ¥ | |00 ¥ |HH |00 v MM

oK Connect Cancel

5. Note that some ISP PPPoOE servers don‘t honour LCP requests. If this is the case
you will see disconnects every few minutes and should switch off LCP echo

detection.

Your networks section overview will show if the circuit is successful or not.

Add Bridge Add Alias Add VLAN
L Lr;t;rgace Interface Type
Ll | Portd Physical

-| b | PortB Physical
L |PortB.10 WVLAN
-2 Porte Physical
-| ld | PortD Physical
-| ke | PortE Physical
-| b | PortF Physical
-| b | PortG Physical
-| bl | PortH Physical

Add LAG Delete
IP Address z
Status P MAC Address MSS MTU
IP Type
Connected, 1000 .
Mhpls - Full 10.13.0.199/255.255.255.0 Static  LAN 00:02:B6:44:64:04 1460 1500
Duplex
Connected, 1000 . .
Bbpls - Full 172.20.20.255/255.255.255.255 Static | UFB_Physical 00:02:B6:44:64:D5 1452 1492
unlex
Connected, 1000
Mbps - Full 203.21.34.2/255.255.255.255 PPPoE  WAN 00:02:B6:44:64:D5 - -
Duplex
Disabled N/A NfA Unbound 00:02:B6:44:64:D6 1460 1500
Disabled N/A N/A Unbound 00:02:B6:44:64:D7 1460 1500
Disabled M/A N/A Unbound 00:02:B6:44:64:D8 1460 1500
Disabled M/A N/A Unbound 00:02:B6:44:64:D9 1460 1500
Disabled N/A N/A Unbound 00:02:B6:44:64:DA 1460 1500
Disabled M/A N/& Unbound 00:02:B6:44:64:DB 1460 1500

66B Paul Matthews Rd, Albany
PO Box 302-571, North Harbour
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Appendix A: What to do if it there’s no connectivity

If you have problems there are a number of ways to fault find. By far the easiest is to
packet capture & inspect in Wireshark.

SSH into the device with admin credentials & choose option 4 to get to the CLI.

L
File Edit Setup Contrel Window Help

~

Cyberoam Firmware Version 10.6.2
Main Menu
nfiguration

nfiguration
nfiguration

1.
3.
q.
5.
GE.
7.

Run tcpdump to listen on the physical port that is connected to the ONT E.g. for PortB
run the command ‘tcpdump interface PortB filedump'’

=
File Edit Setup Control Window Help

Cyvberoam C sole
Cyberoam Firmware Version 10.6.2 MR-1

console>| tecpdump interface PortB filedump

tocpdump :

CTRL-C to break the operation.
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You can then retrieve a pcap file from the web UI of the firewall by appending
/documents/tcpdump.pcap to the IP address e.qg.
http://172.16.16.16/documents/tcpdump.pcap. Download & inspect in Wireshark

Look for PADI packets, this is the firewall broadcasting for a PPPoE server to respond.
Check the VLAN ID is present in the details & Appendix B below.

A tcpdump (5).pcap [Wireshark 1.12.7 (v1.12.7-0-g7fc8978 from master-1.12)] = 5
File Edit View Go Capture Analyze Statistics Telephonx Tools [nternals  Help

00 48 & B2 RE Qe+ TLIBE el #FM:%| O

Filter: v | Expression.. Clear Apply Save

No. Time Source Destination Protocol VLAM  Port Length Info
1 2015-Ubiquiti_29:b0:5Acrosser_44:64:dPPP LCP 10 60 Echo Request
2 2015-Acrosser_44:64:cUbiquiti_29:b0:5PPP LCP 10 34 Echo Reply
4 2015-ubiquiti_29:b0:5Acrosser_44:64:d PPPOED 10 70 Active Discovery offer (PADO) AC-Name='rash
5 2015-Acrosser_44:64:cUbiquiti_29:b0:5 PPPOED 10 60 active Discovery Request (PADR)
6 2015-Ubiquiti_29:b0:5Acrosser_44:64:d PPPOED 10 60 Active Discovery Session-confirmation (PADS
7 2015-Acrosser_44:64:cubiquiti_29:b0:5PPP LCP 10 40 configuration Regquest

# Frame 3: 36 bytes on wire (288 bits), 36 bytes captured (288 bits)
i Ethocnat IT . ccc: Accnscorc Ad:fA-dS (00:-02-hA:44:64:d5), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
# 802.1q virtual LAN, PRI: 0, CFI: 0, ID: 10

-
v SWOl Ll e Dioeev ey

Appendix B: What to do if it there’s still no connectivity

If you confirm the 802.1Q VLAN tags are present in the capture but it’s still not working
try switching off firewall acceleration at the command line.

Re-enable if there’s no affect as it will detriment performance. However if it does
resolve the issue talk to Snapper Tech support about further options.


http://172.16.16.16/documents/tcpdump.pcap

